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1. Introduction 
SCADA systems and protocols were developed 
from multiple manufacturers and vendors, all of 
them with the same purpose but with different 
technologies. This diversity represents a big 
problem to utilities, namely to upgrade and to 
achieve a proper interconnection. All of the 
available systems were proprietary and 
difficult/costly to match. In the 90’s, a new project 
was sponsored by EPRI to promote 
interoperability between utilities computer 
systems, taking advantage of computer and 
network developments. The project team was 
constituted by an expert group with a broad 
industry and utility involvement and was known 
by the UCA project (Utility Communications 
Architecture) [1-3]. Its main purpose was 
specifying a suite of internationally recognized 
open communication protocols that met the 
utility industry communication requirements, 
including electric, gas and water utilities, and use 
off-the-shelf international standards to reduce 
costs and raise interoperability. UCA presented a 
new perspective of SCADA protocols to the utility 
community because it differs from most previous 
utility protocols in its use of object models of 
devices and device components, and standard 

communication protocols. The models define 
common data formats, identifiers and controls 
for substation and feeder devices. The UCA 
architecture allows for multivendor 
interoperability, easiness of integration, reduced 
integration costs, more efficient use of 
bandwidth, use of the OSI model with an open 
architecture, real-time operation, etc. The UCA 
work resulted in several concepts standardized 
by IEC and adopted by the main equipment 
manufacturers, and gradually applied in utilities 
[4-6]. 
The SCADA planning job is now simplified at the 
technology choice, being the best selection to use 
international IEC standards. These standards are 
supported by the well-known IP protocol and 
Internet Technology (IT) devices. For example, 
IEC 60870-6 (also known as ICCP or TASE.2) 
standard is used for SCADA systems 
interconnection, and IEC 61968 standard used 
for data exchange between utility systems like 
SCADA, maintenance, planning, meter reading 
and control, network optimization, records and 
asset management systems [7]. IEC 60870-6 
standard is intended to support inter- application 
integration when there is a need to exchange data 
on an event driven basis. Also, the intra- 
substation communication was contemplated 
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with standardized protocols. The IEC 61850 
protocol was created to avoid the inter- 
manufacturer device communication problem 
and to perform all the communication necessities 
between Intelligent Electronic Devices (IEDs) 
inside substations. This standard is based also in 
the IP protocol and Ethernet network, with 

several topology possibilities. Even the 
IEC60870-5-101, the first SCADA standardized 
protocol for substation interconnection, initially 
conceived to low bandwidth channels, was 
upgraded to IEC60870-5-104 for IP networks. 

 

 

Figure 1: Utility IEC standard protocols for Control Center and Substation [2] 
 

Since the UCA project start in the early 90’s, 
several aspects changed in the SCADA world. 
While in the past SCADA engineers were 
concentrated in picking- up the best system 
among a wide number of choices, comparing 
functionalities,  characteristics,  interfaces, 
components, etc., nowadays the main objective is 
to guarantee interoperability, making the best 
system the most open one which may not always 
be the most complete at the initial stage. There is 
definitively an important turnover in SCADA 
networks. However, the standard is  not 
sufficiently restrictive for blindchoice. It foresees 
a group of selectable parameters to tune the 
protocol with the application characteristic, which 
must be performed by SCADA engineers [8-11]. 
The main change and challenge to SCADA 
engineers is to plan IP networks to substitute old 
and recent SCADA networks, based on analog or 
serial digital channels. These networks have some 
characteristic antagonistic with IP networks. For 
example, no latency, no need for address planning, 
easy interconnection due to few parameters 
configuration, static  routes. These  were 
constituted by multiple point- to-point channels 
that perform a fixed bus topology, generally 
without automatic reconfiguration or assured by 
high hierarchy equipment like SDH (Synchronous 
Digital Hierarchy). 
In addition to standard SCADA protocols, remote 
maintenance and equipment setting, file 
assessment and transfer and other services like 
communication VoIP channels (Voice over IP), 
sharing the same IP platform are contributing to 
labour efficiency and to cost reductions. Almost 
all new remote devices, applied in substations 

and in feeder infrastructures, are 
microprocessor-based devices, and some of 
themallow data recording and posterior remote 
data access (oscilography, event registration, and 
diverse measure data). For this to be true there is 
a need for a well planned IP network, with 
adequate bandwidth, good redundancy, high 
reliability, with low latency and high security 
[12,13]. To make possible future network 
enlargements, increase personal mobility and 
permit future functionalities, a Network instead 
of several networks has to be created. This 
network has to support all services needed at the 
remote infrastructure, including FTP (File 
Transfer Protocol), SCADA data exchange in real- 
time, remote maintenance and equipment setting 
services, remote video and building surveillance, 
telephony services (VoIP), remote access to 
stored data. Eventually, videoconferencing with 
technical personal for remote support can be 
used, in a concept similar to telemedicine or 
space-shuttle remote assistance system. 
Depending on services supported, especially in 
substation-like LAN (Local Area Network), it can 
be necessary to use dedicated networks for some 
highly mission-critical relay communications to 
assure the Quality of Service (QoS) necessary to 
trip commands. This specific network can have 
backup assured by the other relay interface 
connection used for the remote maintenance and 
FTP services. The WAN (Wide Area Network) 
network topology should be meshed, to create 
alternative ways to data flow [14-16]. 

 
2. M, E and I domains in power system 
companies 
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Communication and management processes 
inside a power company are essential and 
sometimes also safety critical. There is a certain 
chance of misunderstanding, since the targets 
and the terminology of information security is 
used ambiguously. From our practical experience 
we generally perceive at least three points of view 
concerning the topic of information security [17]. 
We introduce three generic (logical) domains, 
which should reflect the organizational 
structures of many power companies: 

⚫ Management: M domain; It gives general 
directives and sets a company’s policy and 
rules. In last consequence it is responsible for 
all actions carried out (or not being carried 
out). 

⚫ Energy, technical: E domain; the operational 
domain of running the production, the 
transmission, the distribution, and all other 
core businesses of the power company. Here 
are the technical “Energy” people. [18] 

⚫  Information, technical: I domain; this 
comprises the people and procedures to 
acquire, transmit and process the data and 
information needed by the E domain to 
actually run the business for M. Figure 1 
presents an example to describe the different 
domain borders. Most power companies think 
and work in E, and if at all, very abstracted in 
I. It is simply not their core business (see left 
hand side of Figure 2). Unbundling creates 
additional interfaces and barriers [19-21]. 

 

 

Figure 2: Logical domains dealing with information security along the data path to the substation 
 

In order to minimize risks, a transformation from 
poor communication between the partners to a 
collaborative model involving the viewpoints of all 
disciplines is needed. For a practical approach we 
suggest, that a risk analysis is made on the 
communication flows and processes inside the 
company. The result is an overview of how the 
above mentioned three domains are developed, 
how they are staffed, which experience is 
available, and how they interact. [7,16] 

Regarding the information security of a 
substation under investigation this means: 
E needs to analyze the requirements concerning 
the business relevance of that network segment, 
the customers behind the station, the automation 
grade of the station, the equipment inside the 
station, the communication facilities, and the 
communication lines running to there. See Figure 1 
and Figure 2. 

 

 

Figure 3: Transformation to enhanced information exchange 
 

Together, E and I work out a good and feasible 
solution to protect the information- but also the 
electrical assets. Appropriate technical measures 
can be applied to secure the communication and 

information path. This shall fulfill the directives 
in order to run the business appropriately (M’s 
domain) Not only data and information will be 
exchanged between E and I, it is also a must to 
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exchange metadata in terms of describing the 
Confidentiality, Integrity and Availability (CIA) 
criteria of that data and information, especially in 
the perspective of the business needs of M . 
It can be symbolized  like this:  I is the postman; 
E is the sender and receiver. If E sends a letter and 
says to I: “Ship it!”. It can be done in different 
ways: Normal, Express, Registered, with delivery 
confirmation, … . The postman will probably do it 
the cheapest way if he does not get guidelines on 
how to do it exactly. The sender does not 
necessarily know all the possibilities of the 
postman. Here is a potential problem if there is 
insufficient communication between the parties. 
Reality reflects this problem: If E does not specify 
how to treat the data (or does not know the 
possibilities), I will potentially do it the cheapest 
way, spoiling security or endangering the whole 
business process. [8] Setting up an Information 
Security Management System (ISMS) including 
risk management (e.g. following [1]) is an 
appropriate approach. It is not obligatory to do a 
certification! 

 
3. Utility typical communications 
Typically utilities use several 
communicationmedia, namely, twisted pair 
cable, fiber optic cable (OPGW1, ADSS2, wrapped 
types, micro-cable), DLC (Distribution Line 
Carrier) and PLC (Power Line Carrier), public 
operator leased line, analog and digital radio 
networks, trunked mobile radio networks, 
switched public operator networks, either fixed 
or cellular [2, 19]. 
Each one of these technologies has advantages 
and disadvantages, being used according to the 
technical- economic analysis made for each case. 
The analog communication channel can just be 
used by non-IP services, such as voice and low 
bandwidth data connections. Some digital 
communication technologies became very 
popular in recent years, because they support all 
communication services that utilities need. It is 
possible to simultaneously have both IP 
technologies and analog or digital low bandwidth 
channels, in the same system. For example, fiber 
optic cables and digital transmission technologies 
(SDH and PDH - Plesiochronous Digital 
Hierarchy) are being widely used for backbone 
utility communication links and main places 
interconnection, due to its versatility and wide 
bandwidth characteristic. These technologies 
support a great diversity of interfaces, like, analog 
and digital channels, voice and data, all within the 
same platform. New WDM (Wavelength Division 
Multiplexing) fiber optic technologies are being 
developed, which can be used for backbone 
communication bandwidth upgrade. All of these 
technologies support IP encapsulation either 

directly or indirectly, and have bandwidth from 
hundred of Mbps to the hundred of Gbps range. 
Radio is another very popular medium used in 
utilities for voice and data communications. The 
most widely used bands are VHF and UHF with 
diverse topologies, from point-to-point links to 
point-to-multipoint networks. The first topology 
is used for cheap remote site coverage, with low 
bandwidth requirements. The point-to- 
multipoint solution is very used for wide area 
coverage, with several sites geographically 
dispersed or mobile voice communications. 

 
4. New challenges for the utilities 
In the recent past and in the near future electrical 
utilities have to address new market and 
operational challenges, which will need to be 
supported by SCADA systems and the associated 
data networks. The liberalization process creates 
more data interconnection needs. It will be 
necessary to exchange data between utilities, 
some of them geographically overlapped, to 
measure the energy provided to customers who 
can switch between service providers more 
dynamically. Implementation of concepts, such as 
Distributed Generation (DG), Demand Response 
(DR) and Demand Side Management (DSM) 
programs, will change the electrical distribution 
networks dispatch, creating more data exchange 
necessities. The implementation and the 
continued work of Distribution Automation (DA) 
will also contribute to an exponential growth of 
the number of points to be controlled. DA is of 
fundamental importance to improve power 
quality, which would benefit from gathering more 
information, at a higher rate, and by having more 
automatic processes to minimize  the interruption 
times. The DA sites can inform about the fault 
locations to help dispatch personnel to isolate 
electrical faults and to allow field personnel to 
arrive faster to the place of the fault. If the 
communication is fast enough, and there is 
information from the nearby switches, the fault 
location can be isolated automatically by a local 
control system, avoiding humanintervention. 
The DG and the DA have in common the 
geographical dispersion characteristic. [21-23] It is 
expected that in the future DG will transform the 
distribution networks, with energy sources such as 
wind, solar, natural gas CHP having a large impact 
on the energy supply by 2010. The liberalized 
market creates more metering necessities for 
billing purposes. Depending on the tariff choice and 
the market rules, it can be necessary to acquire 
daily or hourly electricity measurements, which 
make impracticable manual or switched telephone 
line metering methods. The sites to be measured 
have some requisite similarity with DR, DSM and 
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DA, on bandwidth and communication link 
characteristic. 
The DR and DSM programs need telemeter 
systems to be efficient. The real-time and 
bidirectional communication characteristic are 
the keystone for the success of these programs. 
DR and DSM can be applied to medium and large 
consumers or can be extended to residential and 
commercial consumers. The main difference 
between them is that, for medium and large 
consumers, large energy savings can be made 
with few consumers (and few communication 
links), while for residential and commercial 
consumers, it will be necessary a great number of 
communication links to achieve similar energy 
savings. 
The inclusion of Demand Response programs in 
energy markets can take the form of several 
mechanisms, such as reduced energy costs, direct 
payments for energy not consumed, and 
reservation payment for being available to 
reduce consumption upon request. Also the time 
periods can vary from a continuous base time 
(Real Time Prices) to peak and off-peak time 
periods [17, 21]. 
Previous studies conclude that the end-users 
involvement is very important to the success of 
DR programs [9,14]. The best way to involve the 
residential and commercial end-users is 
recurring to Home Automation (HA) or Building 
Automation (BA) systems. The load control in 
accordance with the signals received from the 
utility is carried out by the HA/BA system, 
without interfering with the customer comfort. 
HA/BA is penetrating the market, with several 
systems available. [20, 22]. In Europe, the KNX 
standard (Konnex), supported by KNX 
association which is resulting of the merge of 
three associations (BCI - BatiBUS Club 
International, EIBA - European Installation Bus 
Association, and EHSA - European Home Systems 
Association) [8], is the leading technology and 
has already a wide acceptance in the market. It 
has also a large industry support by the main 
European electrical device manufacturers. Other 
technologies are being developed all over the 
world with the same purpose,  such as, bacnet [9], 
lonworks [10] and X10 [11]. This means that, in a 
near future, residential and commercial buildings 
will change from passive electricity consumers to 
become intelligent or active electric systems. This 
is an opportunity to DR and DSM programs 
application. A main requirement is a 
communication interface between utility and the 
building intelligent systems, including the 
correspondent data protocol and services. The 
electrical devices can be separated in  two groups 
– controllable outputs and non- controllable 
outputs. The last group includes all 

outputs (electrical devices such as non- 
intelligent household appliances, fundamental 
illumination, etc.) that can not be controlled or 
that is essential. The other group includes 
intelligent household appliances, secondary 
illumination, HVAC systems, etc. To accomplish 
these concepts, consumers have to participate 
actively in DR and DSM programs, allowing 
utilities to control some authorized loads and 
appliances in their houses, fulfilling an initial 
agreement between the consumer and utility. 
The innovation here is that the consumer can 
dynamically customize its electrical installation 
with the desired timing, setting the comfort level 
(for example, heating temperature and rooms, 
dispensable illumination, etc.) and loads to 
contribute to the energy reduction. On the other 
way, intelligent household appliances can have 
an automatic function that allows to be 
controlled directly by the utility data signals, 
without sacrificing the comfort and security 
levels. For example, the refrigerator can have a 
temperature hysteresis that can inhibit the motor 
start in a “red” period. However, if the 
temperature falls bellow the minimum level, the 
motor starts even it has the “red” utility signal. 
The house-utility interface can also include the 
energy meter function and can provide the utility 
the outage information as well as the 
instantaneous estimate of the dispensable 
energy, allowing the central utility DSM system to 
estimate all the available energy that can be used 
in the dispatching process. The installation can be 
optimized to lower the consumption, to flatten 
the consumption, to avoid peaks or to move the 
consumption peaks into cheap energy time 
intervals. 
The house automation intelligent systems, 
receives the DR/DSM signals with the required 
power levels. For example, the utility can send a 
numerical value corresponding to the power to 
be reduced in each house instead of sending a 
“red” code that would globally reduce an 
unknown amount of energy. 
In spite of HA/BA not having in the present a 
strong relationship with SCADA systems, it can be 
in the future a fundamental piece in the 
implementation of DR and DSM programs. 
The traditional utility communication 
architectures will be insufficient to attend all data 
exchange and all site interconnection. From a 
communication point of view, it is necessary to 
find private, public, or both, communication 
solutions to accomplish the new requirements. 
On the other way, from the utility and SCADA 
side, it is necessary to have standardized 
interconnected platforms to merge all of this data 
and protocols in only one universe, allowing all 
data acquired (SCADA, telemetering, DA, etc.) to 
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be directly available to all systems that need 
them. The system architecture required to 
integrate all these equipment and data 
coordination processes requires a substantial 
change in the SCADA networks. 
There are other improvements that can be made 
to minimize the energy interruption periods and 
to optimize the utilities profits. The field teams 
should be provided with advanced 
communication facilities and portable devices, in 
such a way that they can have a mobile office with 
them. To accomplish that, it will be necessary to 
have a laptop, a printer, a handheld PDA, a GPS 
device, a mobile radio and a wireless data 
communication access to utility data network. 
With these equipments, the field personal can 
receive geographical digital maps, work plan 
information, electrical actualized grid schemes 
from the main database, work instructions, 
SCADA filtered information in real time (for 
example to search faults). After the intervention, 
they can upgrade the field information on-line in 
the utility network database. 

Additionally, knowing the fault location, a 

maintenance support system can check in the 

database what components are necessary to 

repair the fault. With the handheld device, the 

technicians should maintain actualized, in the 

vehicle database, all the components used. This 

database would exchange data with the main 

maintenance system to actualize the asset 

management system. The GPS device would be 

useful for dispatch vehicle location, which 

permits to call the closest team, and on the other 

way, it can be interconnected with the PDA 

navigator software which chooses the best route to 

the fault place, allowing to reduce the response 

time. 

 
5. Drivers for the roles 
The three main roles of the domains E, I, and M 
usually do not have the same direct objectives. 
The management has to assure financial issues as 
well as legalcompliances. Further responsibilities 
include high level risk management, company 
policy conformity, and strategic focus. With these 
issues in mind, the management pays attention to 
the health of the company. 
People in the E and I domains have slightly 
different perspectives to the system. Typically, 
staff members of the E domain want to monitor 
and control the power grid status, and are trying 
to establish cheap and efficient operational 
processes. [18] 
Their colleagues in the I domain are responsible 
for data transmission of the required information 
including necessary data encryption, providing 
data integrity, and authentication mechanisms. 

 

 

Figure 4: Roles and their associated drivers 
 

To ensure overall quality and security, the 
persons at a specific domain have to keep in mind 
the perceptions and drivers of the other two 
domains (see Figure 3). This requires a tight 
communication culture at the interfaces between 
the domains. 

 
 

6. Proposed SCADA/DSM/DR development 
For the new programs, such as DSM and DR, it is 
necessary to standardize data objects, models 
and protocols which permit to achieve a global 

system interconnection, multi-vendor 
independent and easily expandable. The 
architecture should be distributed, with local 
DSM concentrators which receive commands 
from the SCADA systemand forward them to the 
HA/BA management systems in the downlink 
direction. For uplink, the DSM concentrators 
receive measure data from HA/BA, process it and 
send it to the SCADA system. The DSM 
concentrators can be located at substation level, 
depending on the number of customers in the 
DSM program and the used communication 
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medium. With a distributed architecture, it is 
possible to extend the DSM programto a wide 
number of consumers, without overloading the 
SCADA processors and interfaces with a large 
amount of data. The data exchange between 
SCADA system and DSM concentrators relative to 
DSM program should be minimal. In the upload 
direction the DSM data can be calculated for 
different substation switchgear and power bars. 
For the download direction just one setpoint 
command to one of these points would be 
necessary. With this setpoint information, the 
DSM concentrator can manage the necessary 
commands to be sent to HA/BA systems, in order 
to achieve the global value sent by the SCADA 
system. 

 
7. Communication Planning 
The utility communication networks have to be 
redesigned to support all of these systems. The 
main infrastructures have to be connected by 
wide bandwidth channels (SDH, PDH or WDM), 
forming the utility backbone communication 
structure. 
For secondary sites, or where it is not necessary 
large bandwidth channels, digital alternative 
technologies, such as PLC, private trunked digital 
networks (TETRA in Europe) and cellular 3G 
public mobile networks can be considered. These 
last two technologies are very promising for 
future application in utility systems. PLC is still an 
expensive technology but it does not require a 
dedicated cabling. It is perfect for low signal 
wireless zones. In Europe, TETRA networks are 
being developed and improved to support voice 
and IP data connections, and can be of 
fundamental importance to new protocol 
adoption and to new service implementation, 
especially for DA and DG sites. 
As the equipment and location number rises, it 
may be difficult to have a private communication 
system economically and technically viable for all 
locations and bandwidth requirements. Public 
telecom operators offer large bandwidth 
channels almost all over the country at low cost 
and with acceptable reliability. Its use for 
secondary location connection and for backup 
purposes to support important sites can be 
interesting. However, the security aspects 
become more critical when supported by public 
networks because of Internet promiscuous 
environment. It can be an issue that public 
operators have to guarantee in order to provide 
adequate security to the utilities. 
The DR and DSM implementation policy depends 
very much on the number of adherent sites. To 
achieve an expressive effect of these programs, it 
is necessary to have a permanent communication 
medium that permits constant bidirectional data 

exchange between the utility and the clients, 
using a low cost communication solution. This can 
be achieved by large bandwidth connections and 
communicative meters (with Bluetooth or 
another wireless or easily 
connectable technology) or with new services 
provided by utilities offering Internet access, like 
Broadband Power Line (BPL). BPL is based on a 
technology (PLC) well known by utilities, but for 
low bandwidth and long distance links. However, 
the characteristic needed for DR and DSM is the 
opposite, i.e. short distance and high bandwidth. 
BPL is the ideal technology for DR and DSM 
services together with Internet service provider, 
because utilities have already the network 
infrastructure that can be economically more 
profitable. There are several ongoing experiences 
for BPL technologies all over the world [13, 24], 
but this technology is not yet mature. There are 
several problems to solve before BPL can assume 
itself as a broadband Internet access and utilities 
as Internet service providers. Until then, mobile 
cellular public networks (3G) or broadband 
Internet customer access can be used for data 
transfer. For device interconnection inside the 
building, a wireless technology, such as Bluetooth 
can be used. 

 
8. Conclusions 
The competitiveness requirements of 
liberalization demands that utilities be more 
efficient, obliging them to simplify and improve 
many procedures and systems. The international 
standard protocol adoption is very important to 
achieve cost and time reductions in SCADA 
systems implementation and maintenance. Good 
network planning is also a fundamental issue, 
allowing easy system interconnection, network 
upgrades and expansions. 
Distributed Generation, Demand Side 
Management, Demand Response and 
Distribution Automation expansion will oblige to 
new communication solutions, with large 
bandwidth and high number of sites 
requirements. Public and private communication 
channels can be used. 
The House/Building Automation technologies 
can contribute to an inexpensive large scale 
implementation of DR and DSM programs, 
recurring eventually to Broadband Power Line or 
public communication networks to Internet 
services and DR/DSM data transfer. 
The standardization effort in SCADA systems will 
definitely contribute to utility success in 
achieving those goals. Telecommunication and 
computer networks will be of main importance 
for thenecessary structural changes. 
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